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SECTION A    (70 marks) 
 
 
1. Which encryption system is primarily used in private industry for transportation 
rather than storage?        (4 marks) 
 
 
2. What does the equal error rate (EER) or crossover error rate (CER) refer to? 
(4 marks) 
 
3. What is the primary purpose for using database views?   (4 marks) 
 
 
4. Which method  is the most appropriate to ensure confidentiality in data 
communications?         (4 marks) 
 
 
5. The auditee organization decided to implement single sign-on (SSO) for all 
their users. Their implementation will be using logon ID and passwords for 
access control. What situation should they be concerned about?  (4 marks) 
 
 
6. Give any five types of IT audit expertise and what the practitioners/auditors 
are knowledgeable in.                (10 marks) 
 
7. Supporting control environment risk reduction activities are management’s 
information security governance internal policies providing for, among others, 
centralised IT security and security incidence response program. Briefly 
explain these two concepts.               (10 marks) 
 
8. Give any three responsibilities of IAP management.            (10 marks) 
 
9. Distinguish between qualitative and quantitative risk analysis.       (10 marks) 
 
10.  What issues are addressed by an operational-based IAP audits and reviews?   
                (10 marks) 
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SECTION B     Case Study (30 marks) 
 
Instruction: Read the audit situation below and answer the questions that follow. 
 
Audit Situation 
 
Strong Techno, Inc. is a high-end consumer electronics manufacture.  
Organizationally, the enterprise is structured by business functions with vice 
presidents for manufacturing, marketing, sales, engineering, finance, personnel, IT 
services, and accounting. Additionally, administrative functions include legal, risk 
management, audit, operations and public relations.  Technologically, manufacturing, 
marketing, sales, engineering, finance, personnel, and IT services utilize the internet, 
extranet, and intranet to perform tasks; while the payroll, accounting, and inventory 
functions are restricted to intranet capabilities. 
 
During the course of an IT budget review, the chief executive officer (CEO) was 
perplexed by three requests for computer related security software and hardware 
totaling five-million one-hundred thousand rands.  The vice-present of IT wants four-
million five-hundred rands to upgrade the mainframe environment.  The vice-
president of engineering wants five-hundred thousand rands to replace the current 
client/server security configurations.  The vice-president of accounting wants one-
hundred thousand rands to purchase and install additional information assets 
protection. 
 
Considering the total number and amount of computer security budget requests, the 
CEO wonders whether a steering committee for information security governance 
(ISG) is needed.   
 
Questions 
 
i. Document the critical success factors for an effective ISG steering 
committee.               ( 15 marks) 
 
ii. Prepare an executive directive, to be signed by the CEO, creating an ISG 
steering committee and outlining the content of its charter.     ( 15 marks) 
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